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Abstract

Authenticated key agreement based on passwords over
insecure networks is the conventional method of secure
communications in the various networking environments. In
this article, we propose an efficient authenticated key agree-
ment scheme without using smart card and the security of
our proposed scheme is based on exclusive OR operation,
hashing function, and discrete logarithm problem. There-
fore, the proposed scheme does not need the use of any ad-
ditional public-key infrastructure and it is not only secure
against security attacks but also is more efficient than the
other schemes.
Keyword: Authenticated Key Agreement, Cryptography,
Modification Attack, Network Security.

1. Introduction

In 1976, Diffie and Hellman [1] first proposed a well-
known key agreement scheme that the two communica-
tion parties can agree a common session key in an inse-
cure network [2, 12, 13, 15, 16]. However, the Diffie-
Hellman scheme suffers from the man-in-the-middle at-
tack [4, 8, 18, 19]. In 1999, Seo and Sweeney [22] pro-
posed an authenticated key agreement scheme (SAKA) in

which two communication parties used a pre-shared pass-
word to achieve user authentication, but Tseng [23] demon-
strated that it could not withstand the replay attack in which
a malicious user could cheat an honest party into believing
a wrong common session key. So then, Tseng proposed an
improved scheme to against the replay attack.

Later, Ku and Wang [7] indicated that the Tseng scheme
suffers from the backward replay attack without modifica-
tion and modification attack [11, 14, 17]. Then, Ku and
Wang proposed an improved scheme to dispose of these two
attacks. In 2003, Hsu et al. [3] pointed out that the Ku-
Wang scheme is vulnerable to the modification attack and
also proposed an improved scheme that not only enhances
the security of the Ku-Wang scheme but also is more ef-
ficient than the previous schemes. However, in 2004, Lee
and Lee [10] showed that the Hsu et al. scheme is still in-
secure to the modification attack and further proposed an
improved scheme. Lee-Lee’s scheme repaired the weak-
ness of Hsu et al. scheme and it is as efficient as the
Hsu et al. scheme. Unfortunately, in 2005, Kim et al. [6]
showed that the Lee-Lee scheme was breakable by guess-
ing attack. Moreover, Lee et al. [9] also presented that the
Lee-Lee scheme was breakable by man-in-the-middle at-
tack. In this article, we proposed an improved key agree-
ment scheme without using smart card and the improved
scheme is not only suggested to eliminate the weaknesses



Table 1. Notations used in this article

Alice, Bob Two communication parties
idA, idB Identities of Alice and Bob

P A large prime number
PW A common password shared between Alice

and Bob
Q An integer pre-computed fromPW

Q−1 The inverse ofQ (modP )
g A base generator∈ Z∗P with the orderP − 1
a A random number chosen by Alice
b A random number chosen by Bob

K A common session key derive from Alice
and Bob

H(·) One-way hash function

in Lee-Lee scheme but also is more efficient than previously
proposed schemes [5, 9, 21, 20] in terms of computation and
communication loads.

The article is organized as follows. First, we propose a
simple improved scheme in Section 2. In Section 3, we ana-
lyzed the security of our improved scheme and compared it
with other related schemes. Finally, we conclude this article
in Section 4.

2. The Proposed Scheme

In this section, we will propose a simpler key agreement
scheme based on the Lee-Lee scheme [10]. The notations
in Table 1 are used in this article.

The detailed steps of the proposed scheme are described
as follows and in Figure 1.

Step 1: Alice computesX1 = ga ⊕ Q mod P and sends
X1 to Bob.

Step 2: After receiving the messageX1, Bob computes
Y1 = gb ⊕Q mod P .

Step 3: Next, Bob computes the session key as follows:

X = X1 ⊕Q mod P = ga mod P

K2 = Xb mod P = gab mod P.

Step 4: Lastly, Bob checks whetherK2 6= 1 holds or not.
If it holds, Bob computesY2 = H(idb, X1,K2) and
sendsY1 andY2 to Alice. Otherwise, the key agree-
ment scheme is terminated.

Step 5: After receiving the messages,Y1 andY2, Alice first
computes the session key as follows:

Y = Y1 ⊕Q mod P = gb mod P.

K1 = Y a mod P = gab mod P.

Step 6: Then, Alice verifiesY2
?
= H(idb, X1,K1) and

checks whetherK1 6= 1 holds or not. If above holds,
Alice computesX2 = H(ida, Y1,K1) and sendsX2

to Bob. If it does not hold, it means that Alice and
Bob can not agree a common session key and the key
agreement scheme is terminated.

Step 7: After receiving the messageX2, Bob verifies
X2

?
= H(ida, Y1,K2). If it holds, Alice and Bob

are now confirmed that the common session keyK =
K1 = K2 = gab mod P . Otherwise, the key agree-
ment scheme is terminated as previous circumstance
shows.

3. Analysis

In this section, we analyze the security of the proposed
scheme and compare the related works with ours in terms
of computation and communication loads as follows.

3.1 Security Analysis

1. In our scheme, it is difficult for an attacker to derive
the pre-computed integerQ from receives messages
X1, Y1, Y2 andX2 because the complexity of comput-
ing Q from receives messages is a discrete logarithm
problem. Therefore, our scheme is secure to against
guessing attack.

2. An attacker may try to alter the messages to cheat both
of communication parties into believing a wrong ses-
sion key(modification attack). It does not work unless
he/she knows the common session keyK.

3. If an attack Eve tries to masquerade Alice and cheat
Bob(masquerade attack), Eve can send the deceitful
messageX ′

1 = ga′ ⊕Q′ to Bob, wherea′ is randomly
selected andQ′ is derived from a guessed password
P ′. Then, Eve wants to verify whether her guess holds
or not, she must checkK2 = (ga′⊕Q′⊕Q)a mod P ).
However, Eve only has (ga′⊕Q′) and without knowing
a. As a result, it is difficult for Eve to masquerade Al-
ice and cheat Bob because she has to solve the discrete
logarithm problem.

3.2 Performance Analysis

In this section, we compare the efficiency of the pro-
posed scheme, the Lu-Cao scheme [20], the Ryu et al.
scheme [21], the Lee et al. scheme [9], and the Hwang et al.
scheme [5]. Previous schemes are briefly reviewed below.
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7. verifiesX2
?
= H(ida, Y1,K2)

computesX2 = H(ida, Y1,K1)

6. verifiesY2
?
= H(idb, X1,K1)

Y = Y1 ⊕Q mod P = gb mod P

5. computes the session key

X2

K1 = Y a mod P = gab mod P

Y1, Y2 3. computes the session key

X = X1 ⊕Q mod P = ga mod P

K2 = Xb mod P = gab mod P

4. computesY2 = H(idb, X1,K2)

2. computesY1 = gb ⊕Q mod P

X11. computesX1 = ga ⊕Q mod P

Alice Bob

Figure 1. The proposed scheme

• The Hwang et al. Scheme [5]: There are two steps
in the Hwang et al. scheme. First, the two communi-
cation parties, Alice and Bob already generated their
long-term secret keyXa, Xb and generated two short-
term secret keys{Ra1, Ra2} and{Rb1, Rb2}, respec-
tively. After two steps messages transmitted, the two
communication parties, Alice and Bob are now con-
firmed as the four common session keys by the follow-
ing equations:

K1a = K1b = gRa1Rb1 mod P,

K2a = K2b = gRb1Ra2 mod P,

K3a = K3b = gRa1Rb2 mod P,

K4a = K4b = gRa2Rb2 mod P.

• The Ryu et al. Scheme [21]: Before the scheme be-
gins, Alice and Bob pre-shared a passwordQ and
knew the system parameters, including a large prime
P and its generatorg. First, Alice first chooses a ran-
dom numbera, and computesX = ga + Q mod P
and then sendsX to Bob. After receiving the mes-
sageX, Bob chooses a random numberb, and com-
putesY = gb mod P , Y1 = (X − Q)b mod P , and
Y2 = H(IDa, X, Y2). Then Bob sendsY andY2 to
Alice. After receiving the messageY , Y2, Alice com-
putesX1 = Y a mod P and checks ifH(IDa, X,X1)

equals toY2 or not. If it holds, Alice computes
X2 = H(IDb, Y, X1) and the common session key
K1 = kdf(IDa, IDb, X1) and sendsX2 to Bob,
wherekdf(.) is a key derivation function. Similarly,
Bob could verify the validity ofX2. If X2 equlas
to H(IDb, Y, Y2), Bob computes the common session
keyK = K1 = K2 = kdf(IDa, IDb, Y1).

• The Lee et al. Scheme [9]: There are two phases
in the Lee-Lee scheme,Key establishment phaseand
Key validation phase, respectively. Before the scheme
begins, Alice and Bob publishgX and gY , respec-
tively(whereX = aQ andY = bQ). In Key estab-
lishment phase, Alice first chooses a random number
a, and computesX = aQ, X1 = gX mod P and
then sendsX1 to Bob. After receiving the message
X1, Bob chooses a random numberb, and computes
Y = bQ, Y1 = gY modP and then sendsY1 to Al-
ice. After receiving the messageY1, Alice computes

the common session keyK1 = Y Q−1a
1 . Similarly, Bob

could compute the common session keyK2 = XQ−1b
1 .

After that, the two communication parties, Alice and
Bob could derive the common session keyK = K1 =
K2 = gab mod P . In Key validation phase, in order
to convince the validity of the derived session key, Al-
ice and Bob should reciprocally carry out the follow-



ing steps. First, Alice checks whetherK1 6= 1 holds or
not. If it holds, Alice computesX2 = H(idA, X1,K1)
and sendsX2 to Bob. Then, Bob verifies the vali-
dation of the equationX2

?
= H(idA, X1,K2). If

it holds, Bob checks whetherK2 6= 1 holds or not.
If it holds, Bob computesY2 = H(idB , Y1, K2) and
sendsY2 to Alice. Finally, Alice could verify the val-
idation of the equationY2

?
= H(idB , Y1, K1). If

it holds, the two communication parties, Alice and
Bob are now confirmed that the common session key
K = K1 = K2 = gab mod P .

• The Lu-Cao Scheme [20]: There are three commu-
nication steps in Lu-Cao scheme. In first step, Al-
ice chooses a random numbera, and computesX1 =
gaQ mod P and X2 = ga

1 mod P , then sends mes-
sagesX1, X2 to Bob. On receivingX1 and X2,

Bob first computesX ′
1 = XQ−1

1 = ga mod P , and
then chooses two random numbersb1 andb2 to com-
putesY1 = gb1gb2

1 mod P andY2 = X ′b1
1 Xb2

2 mod
P . In second step, Bob sendsY1 and Y3 =
H(A||B||X1||X2||Y1||Y2||0) to Alice. After receiving
Bob’s message, Alice first computesY ′

2 = Y a
1 mod P

and then verifiesY3
?
= H(A||B||X1||X2||Y1||Y ′

2 ||0).
If it holds, Alice authenticates Bob. Otherwise,
the protocol is terminated. In third step, Al-
ice sendsX3 = H(A||B||X1||X2||Y1||Y ′

2 ||1) to
Bob and computes the common session keyK1 =
H(A||B||X1||X2||Y1||Y ′

2). On receivingX3, Bob
verifies X3

?
= H(A||B||X1||X2||Y1||Y2||1). If

it does hold, Bob authenticates Alice. Finally,
Bob computes the common session keyK2 =
H(A||B||X1||X2||Y1||Y2).

Next, we compare the efficiency of our scheme and pre-
vious related schemes in Table 2. As Table 2 shows, in
terms of the computation loads, our proposed scheme is
more efficient than other schemes that only four exponen-
tial operations are required and the computation loads of
Hwang et al. scheme is the highest because eighteen expo-
nential operations are required.

Furthermore, from the perspective of communication
load shows, the Hwang et al. scheme is eight messages sent,
two communication steps and four random numbers; The
Lu-Cao scheme is five messages sent, three communication
steps and three random numbers; The communication cost
of the Lee et al. scheme is six messages sent(two publish
messages are included), four communication steps and two
random numbers; The communication cost of our scheme is
four messages sent, three communication steps and two ran-
dom numbers. Similarly, in terms of communication loads,
our proposed scheme is more efficient than the other related
schemes mentioned above.

4. Conclusion

In this article, we have proposed an efficient authenti-
cated key agreement scheme. We also give a comparison
with our scheme and some related schemes in terms of com-
munication and computation loads. From the performance
result shows, the communication and computation loads of
the proposed scheme are the lowest and it is as secure as the
other related schemes mentioned above.
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